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Prior to the hands-on training course you may read slides 1 - 14!
Try to run the bat files to check if your computer “likes” the demo. Version 06
Do not spent to much time on trying ... | will help you at the
beginning of the training to get the software up and running.
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Infowsition & Commication Syites
Netughabat
S
This EvaDeHon package is for people
who believe that
dreams really do become REAL!
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Why do YOU need THIS EvaDeHon Package? Nm@ym
GutH

Tlowaton & Covsasicton Syt
* |EC 61850 (IEC 61400-25) have been implemented in many devices, tools,
and systems all over the globe.

* The primary application domain of IEC 61850 was (so far) the power
transmission systems — a market of high level solutions ... IEC 61850 can
be used in many other automation domains (factories, buildings, ...)

* This package is intended to provide you a simple, easy, and ready-to-go
tool set that allows you to see and understand the SCL configuration of
models and messages on the network and how the communication
models impact the messages (from polling to reporting and all the way
down to GOOSE real-time messages, ... and MMS, ASN.1 BER).

* The package uses a complete set of ready-to-go SCL IED models for two
or multiple (virtual) devices that interoperate over Ethernet.

* The configuration of additional SCL IED models completes this package.
You may use the ICD Designer to create SCL IED models.

IEC 61850 EvaDeHon
Package, V06
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Communication services

Publisher.

IEC 61850 EvaDeHon
Package, V06

* In the first part we will use a given model (as provided with the package)
and have a closer look at the communication services: DataSets, Reporting,
Polling, Control, GOOSE, ...

* The Client in this package uses the model of the Server given by the SCL IED
model of the device (XML File) that plays the role of the Server and

The Client does intentionally not retrieve the Selfdescription from the Server by
communication services. Browsers may retrieve the models.

* In the second part we will demonstrate and practice other models, e.g.,
developed with the ICDDesigner and decorated with the
IEC61850ModelDecorator that can be

Gl

/\
Iowation & Conanieation Syitoms

downloaded from the Microsoft App Store. Jrasp

IEC61850ModelDecorator
Dy !-\::Iﬂw'ﬁ-t
N -

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03
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License Agreements

SystemCorp:

* The core API/Stack software of the EvaDeHon Package is provided by

SystemCORP Embedded Technology Pty Ltd
Address 15/50 William St

Beckenham WA 6107 / Australia
info@systemcorp.com.au
www.systemcorp.com.au

* By using this EvaDeHon Package you accept the attached license agreements:
<<SW License Agreement.pdf>>
<<End-User-Software-License-Agreement-Embedded-Products.pdf>>

* Please read these documents before you use any software!

* The source application software (written in C#) and integration support for the
API/Stack into your application can be provided by NettedAutomation, please
contact us at karlheinz.schwarz@nettedautomation.com

IEC 61850 EvaDeHon
Package, V06
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Objective of the EvaDeHon Package is to let IEDs communicate with other IEDs Nm@aﬂm&
G

/\
Iowation & Conanieation Syitoms

The original purpose was to provide a free of charge simple and easy to use IEC 61850
Client/Subscriber Tool (running on Windows PCs) that can be used to communicate with a
Server/Publisher implemented on the following platforms:

* Beck IPC DK151 Development Kit for SC145 (DK61)
* Beck IPC com.tom / IXXAT SG-gateways (WEB-PLC)
* SystemCorp Smart Grid Controllers

¢ Windows PC (for general hands-on training)

The demonstration uses a single generic SCL model (and a derived JSON file [JavaScript
Object Notation] that can (beyond the main purpose) be used on the above WEB-PLC
platforms to automatically configure (tree structured graphical applications for) Clients,
Server/Publisher, and Client/Subscriber roles as shown on the next slides.

The decoration of additional models (.icd and .json) could be accomplished by
a new tool that is downloadable as a Windows APP (/IEC61850ModelDecorator).

IEC 61850 EvaDeHon
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Useful Links NM@YEM
/N‘:‘

The EvaDeHon Package can be downloaded from:
http://www.nettedautomation.com/solutions/demo/dll

Information about the underlying API/Stack software (plus another demo) can be found
here:
https://www.systemcorp.com.au/products/smart-grid-software/iec-61850/

Usefull information about IEC 61850 can be accessed through the IEC 61850 blog:
http://blog.iec61850.com/

VHPready demo package:
http://www.nettedautomation.com/iec61850li/dll/index.html

GridEx Test Tool:
http://fmtppower.com/

IEC 61850 EvaDeHon
Package, V06
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Useful Links Nm@aﬁm’
[ w
Indoweation & Consanioalion, Syitens
Seminars and training for protection, control, SCADA, ... ask the experts:
http://www.nettedautomation.com/seminars/uca/sem.html
2016 223, public Karlsruhe Germany
224, in-house  Taipeh Taiwan
225, inhouse  Halmstad Sweden
226, in-house  Mannheim Germany
227, in-house  Ulm Germany
228, public Stockholm Sweden
229, in-house  Zug Switzerland
230.  public  Montreal Canada
xperts 231, in-house  Karlsruhe Germany
A’388; +Ec‘:,mpa\'\"es 232, inhouse Macau Macau
from 1. 0+ Coun\ries 233, in-house  Karlsruhe Germany
from 9 240+ courses Z#, |mhomse |Kortuhe Germany
trained IHM_’_OQ 235 inhouse Karlsruhe Germany
(2 236. in-house  Berlin Germany
237, public  Stockholm Sweden
238. public  Karlsruhe Germany
239, public  Karlsruhe Germany
2017 240, inhouse  Stuttgart Germany
241, in-house  Ravensburg Germany
242, public Stockholm Sweden
243, in-house  Glasgow Schottiand
244, in-house  Schio Ttaly
245, in-house  Ettingen Germany
2%.  public  Karlsruhe Germany
247, in-house  Detmald Germany
238, inhouse Glasgow Schottiand
:DEaCCE:gSESOVE\éaDeHon © Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 9
)

Subsets of the standard series used for the EvaDeHon Package Nm&am
Subset for the i

EvaDeHon Package
using the API/Stack
from SystemCorp*

Subset used at Beck
IPC platforms

Demo and
Hands-On
Training

The Parts of
IEC 61850

SystemCorp
Stack/API

* The subset applicable for the demo and hands-on training is intended
to focus on crucial aspects of the message exchange between two
devices using SCL for modelling signals and communication. Negative
responses of messages (shown in MMS at Wireshark level) are
intentionally shown to a minimum at application level. The APl has a
lot more calls and call-backs than used in the package.

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 10

This diagram is not to scale.
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What the EvaDeHon Package provides? Nm@aﬂm‘
G

A
. o . Iuowalion & Consaunicalon Syt
1. One Client communicating with one Server on one PC (local host)

2. One Client on one PC communicating with one Server on a second PC (or other IEDs, e.g.,
Gateways)

3. One Server/Publisher sending GOOSE messages
4. One Client/Subscriber receiving GOOSE messages

5. One or many Clients on one PC communicating with multiple Servers and multiple Publisher
on a (single!) second PC

6. AllIEC 61850 Models for all roles listed above are configured by .cid Files

7. All Applications for Clients, Server, Publisher, and Subscriber are auto-generated from the .cid
Files using the Microsoft APP IEC61850ModelDecorator located at the e
Microsoft Store in conjunction with the Application software. = -

8. The package uses a commercially available AP1/Stack from SystemCorp =

- [" .

9. Note that security measures for IEC 61850 are defined in IEC 62351 FT" e
10. Note that this EvaDeHon Package requires basic knowledge in IEC 61850.

ECS1350 Evaeioy © Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 11

Package, V06

Application use-cases of the EvaDeHon Package NM@YEZ
GutH

Single instance bl & Comrtsin i
W~
Windows PC (local host) 1. Windows PC 2. Windows PC
Client/ Server/ Client/ Server/
Subscriber Publisher Subscriber Publisher
N\
Multiple instances
4 I 4 A4
Windows PC (local host) 1. Windows PC 2. Windows PC )
- Client/ Server/ Client/ Server/
Publisher Subscriber* Publisher

it
.
|
i | Subscriber*
.
i
t

. J A\ J
* Single or multiple Clients/Subscriber. A single Client/Subscriber could communicate to multiple Server/Publisher
IEC 61850 EvaDeH
Ve g © Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 12
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Application use-cases of the EvaDeHon Package

DK151
Development
Kit for SC145

Server/
§ Publisher*

Client/
Subscriber

Server/
Publisher **

com.tom / IXXAT SG-gateways
gl

' Server/
Publisher **

* Using the same SCL Files for the configuration of the IED and C++-Application
** Using the same SCL Files for the configuration of the IEDs and WEB-PLC Appl.
https://www.com-tom.de/

https://www.beck-ipc.com/en/produkte/dk151/
https://www.ixxat.com/products/energy/sg-gateways/ixxat-sg-gateway-overview

IEC 61850 EvaDeHon

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03
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Application use-cases of the EvaDeHon Package (1)

Nw&a@w

A
Iyt & Conmaiation Syitems
Windows PC (local host) 1. Windows PC 2. Windows PC
Client/ Server/ Client/ Server/
Subscriber Publisher Subscriber Publisher

IEC61850GUIClientLocal.bat
PowerGenerationCLocal.cid

IEC61850GUIServer.bat
PowerGeneration$.cid

IEC61850GUIClient.bat
PowerGenerationC.cid

IEC61850GUIServer.bat
PowerGenerationS.cid

4 ) ; : N
Windows PC (local host) 1. Windows PC 2. Windows PC
o Client/ Server/ ‘ Client/ Server/
i 1| Subscriber Publisher Subscriber Publisher
P 7 :
T {
(S J (S J
sxxx.bat syyy.bat s101.bat 5102.bat sxxx.bat syyy.bat s101.bat 5102.bat
sxxx.icd syyy.icd s101.icd 5102.icd sxxx.icd syyy.icd s101.icd 5102.icd
IEC 61850 EvaDeH One real and multiple virtual IP Addr One real and multiple virtual IP Addr
VE © Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 14
Package, V06
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Application use-cases of the EvaDeHon Package (2)

PowerGenerationS.icd

Server/
Publisher*

Client/
Subscriber

IEC61850GUIClient.bat
PowerGenerationC.icd

Client/ ’
Subscriber **

L=

PowerGenerationC.icd

S
Publisher **

PowerGenerationS.icd

‘ Server/
Publisher **

=

PowerGenerationS.icd

All .cid Files use the same Model - the IP addresses (real and virtual) and MAC addresses are specific for each IED!

IEC 61850 EvaDeHon
Package, V06

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03
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Folder with files for the EvaDeHon Package

=~

fig.j
Stack/API from Pl

SystemCorp *

Library.dll
Library.pdb

PIS10V2.dll

Run Client for
Server on 1%t PC

/

Run Client for
Server on local host

\

Run Server on local

host or 2" PC s101.bat

s101.cid
5102.bat
5102.cid

IEC61850GUl.exe
IEC61850GUI.exe.config
IEC61850GUI.pdb

Newtonsoft.Json.dll

IEC61850GUIClient.bat
PowerGenerationC.cid
- IEC61850GUIClientLocal.bat
PowerGenerationCLocal.cid ~_|
IEC61850GUIServer.bat
PowerGenerationS.cid

Multiple
Servers

JSON: configuration of Model
for Stack/API generated by
WEB-PLC **

Application for Client, Server,
Publisher, and
Client/Subscriber ***

Client Model for Server on
2nd pC

Client Model for Server on
local host ****

* https://www.systemcorp.com.au/products/smart-grid-software/iec-61850/

Server Model for Server on
local host or 2nd PC ****

* lcd files for local host and 2™ PC just use different IP and MAC addresses; rest is the same
** The JSON document is generated by the WEB-PLC for the given SCL model used in the three .icd files.
*** The source code of the C#/.Net application software is available — contact NettedAutomation please.

IEC 61850 EvaDeHon
Package, V06

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03
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Prerequisites to run the software (important!!) NM&W
G

A
Towation & Consaivaton Syt
1. Modify in the SCL files the IP and MAC Addresses for the server/publisher and client/subscriber to match with

the PCs used. For the “local host” you need to modify the MAC Addresses in both .icd files; use the MAC
Address of the Ethernet Adapter where the Server/Publisher is running. It is highly recommended to configure
fix IPv4 addresses for Ethernet Adapters (e.g., 192.168.172.100 for Client and 192.168.172.105 for Server).

Double check always that the addresses are correct!!! 3P-hcresse wamatsh besehen
{8 Foigerde I -Adresse verwendan:
2. Incase the server and client (using the .bat files) do not run: e (. am

Try to start the program as Admin ... if you are allowed to do so

a.
b. Switch-off the Windows Firewall for the machine where the server is running or open port 102.

o

Check if the .Net-Framework is installed (one ot the latest versions, e.g., 4.6.2) — try 32 or 64 bit version.
WinPcap needs to be installed (will be installed with Wireshark) — try 32 or 64 bit version.

Demo needs “Visual C++ Redistributable Packages install run-time components that are required to run C++
applications built using Visual Studio 2015”:

https://www.microsoft.com/en-us/download/details.aspx?id=48145 — try 32 or 64 bit version.
f.  Insome cases you have to deactivate the WLAN adapter.

%

g. Inafew cases you have to connect an Ethernet cable to another PC or an Ethernet Switch. Check if the LED at
the Ethernet port is flashing.

h. Very seldom it helps just to reboot your computer.

i. Insome cases Windows restricts the Read and Write services in the use-case “local host”.
j.  Double check always that the addresses are correct!!!

ECS1350 Evaeioy © Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 17
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Prerequisites to run Server/Publisher on multiple IP Addresses (important!!) Nm@ymé
GutH

ldpunation & Comsmanication Syitins
£
3+ Contrelfanel o+ Mebwerb and Intenel + Nebwerk and Shanng Cener = o
s Finom View your basic network infarmation and set up connections
o vt e et
Chinge sdapter settngs | @ .
Change asuances sharing
i 4 @+ ContrsiPanel + Mebweck and Intemet + Metwork Cennections & . p
Soganice = Dinablat ¥
|, FEhemet Metrwerk | Fresgabe
£ Hemwrt catin § iRz ] e wme
BT ianl(R) Frvemned W""", g ) i . =
Netrwerk cirmpaas o s —
" oy fubeschen, [ypy— /‘-ﬁ?f LBt .
[ 163 468 178,400 5252580 Z i ,_,!.L‘
Dinee | " C wRseaRany, F o (S + a (
| 57 B ot Fr Micremct i i 3 = ]1!:97 — o
¥ Biome e e Mevsach 3 g, . I Adieise
¥ e Pkl e
¥ s ieiemetprotoied, Versen 4 (TCH/®ug) Starrtadatemaye: oo 192, 3687 03
1a . = B
3 Memash LLDRT Gatmwy Subretmmashe: 5[5 .25, 0
¥ i itmermtyretcieed, Vs § (TCP APV T TR—————
" e Senmrarenme a tene
* | i@ Foigence D Serverssressen vervenden: e
bestaberen {rston B Devormge 0 erven [ ||
TCPIP. das Stareladriiod s WA tsalaibint L . -
AP dm s o e
Dot erusct sk b varachincdanes, mitmrarche 2 [ wuromateche Metri
Hetrwerke ammoghctt [ Erstehurygen beim Beerdden iberprisien _—
Erwmtert_
oK o™ Aetrechen

How to configure
virtual IP Addresses

EC61350 Evaperion © Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 18
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Prerequisites to run Server/Publisher on multiple IP Addresses (important!!) Nm@aﬂm&
G
Infowation, & Conwanicalion Syitoms
/ 2. Windows PC
)
immu.:;'
\ Server/ =_. .I:.:fffﬁ::’.- dMama=®Powercen * spName="SubstatlionRingl*>
~<192~168~178-100 Port102 ) o biisher |~ [IEce1850GUIserver.bat
PowerGenerationS.cid*
- @
s101.bat »
s10l.cid*x —
~<192.168.178.101 Port 102) SENEIANN! .
Publisher $102.bat
)i e e
a=>1,1,9999, 1</9>
~<192.168.178.102 Port 102) Server/
Publisher
-~ O
* The IED name and LD name is the same in all
.cid Files ... to simplify the EvaDeHon Package.
ECS1350 Evaeioy © Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 19
Package, V06
Configuration of Client/Server (Subscriber/Publisher) with SCL Files NM@YEM
GutH
Iudowation, & Commanication Syitons
IED A
‘ DEcode message '
Client |4
o
g ‘ Encode message ‘
ON

Server B +

Real Client IED A Publisher

ON

| Shadow Server B and Publisher:
|

| LD, LN, DO, DA ,,stVal“, DataSet,
| Communication Control Blocks ,’
|  —— LD, LN, DO, DA ,stVal“, DataSet,
—— —— Communication Control Blocks

| ’

Real Server B and Publjs'her:

<SCL...
<Communication ...

<SCL...

<IED name=,A" ... <Communication ...

<IED name=,,B“ ... SCL FiIe <IED name=,B“ ...

IEC 61850 EvaDeHon
Package, V06

Smart People for Smart Grids. Page H-5000 - 10
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Application of Client and Server (Subscriber and Publisher)

MMy e e

et

BECK.

|
|
|
|
|
|
‘ Connected ba IF 127001

e

(A e

——— —_—
Hnbrmalion & Commmmmivalivn Lialies

<SCL... <SCL... ottt & Conatetion Syims
<Communication ... <Communication ...
<IED name=,A" ... <IED name=,B“ ...
<IED name=,B“ ... L
. i
| i
i i
i Both applications are automatically generated E
i
! from the decorated .cid* file and JSON* File |
i H
| |
| - anlwmslnwér.u Ape 26 31T 17:3%11) - o ® | = Server 160 (PIS10 LOT 22 Apr 26 2017 17:35:35) o ®
&8 FR— naadnutamabon com . JR— nestedaitomation com
& SPOS1 ’m_wmmuuml Tot'W mag! b SPOST g Mererien_MONITOR MMXU TatW mag
DRCCH . & DRCC1 L/
MMETT X Voo, [2345 Vaue: 1348
MMTR , - -
o S Gusity:  [GO0D Queley: [B000
= TaW . - -
- . Tine st [ET117 000040 Tem s (0070117 000000

MMy HHmmss

IEC 61850 EvaDeHon
Package, V06

* Defines the mapping of signals to application; for SystemCorp Stack/API;
IEC61850ModelDecorator Windows App generates the decoration and generation of the JSON File

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 21

Topology of Demo (on one Windows machine) — local host /Vm@amé
== e
Ioration & Consanication Syitons
Second run Client for First run Server on
Server on local host local host
a N N
e Chiert [ED (PIS10 V20722 Ape 26 2017 1735:35) - (=] x i Server 1D (PIS10 V20722 Apr 26 2007 173535 o x
=L — noitedslomplion com e Fewwiar MONTON nefiedautomation com
& SPOST PowenCen_MONITOR MNXUT Tot'W mag f o SPOST PowerGen_MONITOR MMXUT TotW mag
+ DRCCY % DRCCY
W MMETT Vekoo: (2345 - MNETY Vaue: [238
B MMTRY h # MNTRT -
= NN Custy:  [GOOD il usity. (G000
= TaW - Taw k
o "WI Time stamp: [B7/0117 00:00.00 o '"\i[ Trom g (07,0117 00:00:00
MM el iy HH e MMy HHmmss
= Wae Opente
BECK. A PG
i N A
fabnllon & Compmmivalion Sl | | | [T Inmedion & Compamnicalion Slim
Lprsate meRBTO RACCa8S
Conmected to I 127001
s g PC internal communication <P type="IP">127.0.0.1</P>
k )
IEC 61850 EvaDeHon
© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 22
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Topology of Demo (on two Windows machines)

2. Run Client for
Server on 1%t PC

1. Run Server on 2"
PC

f A)

= Client 1ED [PIS10 V2T 22 Ape 36 2017 1:38:33) - o = 7 Server ILD (PIS10 V207 22 Apr 26 2017 17:35:35)

IED
Pemestien_MONITOR
& SPOST
= DRCCH
 MMETY
® MMTR
=5 MND
= TaW
= map

= 160
Pewerisen_MONTOR
b 5POST
& DROC!
7 MNET1
w MNTHY
(e
TaW
-
f

nanRdRutamABAn fom

PowerCien_MONITOR MM TotW magf PowerGen_MONITOR MMAUN TotW mag {

Voo, [2345 Vaue: 1348
Cuskty: [G00D usity. (G000

Time stamp:  [[7/01/17 00,0600 Tivw aep: [ 0701/17 00:00:00

MMy ot mes s MMy HHmmss
PR Wte Operte.
BECK.

Upsats timestamp success.

Ceonnected ta IF 127001

<P type="IP">192.168.178.100K/P>

<P typ+"lP">192.168.178.105</P>

o x

nettedautomation com

-

J

N
MMS, TCP/IP, GOOSE, Ethernet/Ethertype, ...visible with Wireshark

IEC 61850 EvaDeHon

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03
Package, V06
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Services used

The services driven by the .icd file are:

IEC 61850 EvaDeHon

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03
Package, V06

1. Client connects automatically to the Server (it’s an embedded client!).

2. Client enables automatically the Report Control Block (if it is not reserved, Client checks if reserved or not).

3. Measurements are sent by the RCB every 10 seconds.

4. Events are sent by the configured GOOSE message.

5. Read and Write could be used for corresponding attributes.

6. Operate could be used for controlling the LN DRCC (manually change stVal to allow another Operate).

7. Quality may be changed manually (not recommended)

8. Time stamp may be set manually to another time.

9. When Client and Server run on two machines, you can trace the traffic with Wireshark.

10. DataSets with members from the existing models (LD/LN.DO.DA ...), Report Control Blocks, and GOOSE
Control Blocks may be added, modified or removed. They do not have an impact on the JSON file used for
building out the tree for the Device Model.

Note that any change in any icd file has to be made in ALL other icd files (client and server)!!
11. GOOSE messages may be “manipulated” by managed Ethernet Switches. Some may remove the VLAN-

Header for example or may duplicate the GOOSE messages (one with and one without VLAN Header).

Page 24

Smart People for Smart Grids.
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NM%
//A%

Excerpt of icd file of Sever Model

PowerGenerationS.icd

" Server/Publisher

4 <IED sype=-Monltoring-Device® nans=“Powsrbem_* manufactursr=-MettedAutomation Gebd= configfersion==1.8%%

SR, T W

alds seqium==trua® Timedt
rEnabled maxme2=>
lientl¥ isdNamen"MpOliemt" In

" rptil="Heasured and_counted Values® intgPd="3000" datd
==falaa® parisd=truas />

| e

18 indName="MyClient" InClass="IMMI~ prefiz=" lnlnst="1" ldinsc="none" />

eE vander" ralRings"Sat">
al*Beck IPC / Nettediutomation Ombic/Vals

s gwiEv" TalEinds“Set">
£¥Al32.07.10</Vals

—m———m-m

pare~l® buffersd="falee">
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Package, V06

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03

Page 25

PowerGenerationC.icd

Excerpt of icd file of Client Model

</Mesders
<Cemmuny,

e S IED: Client/Subscriber

Pe>183.280, 474, 100</F>

WA AdATenn > 4 -BE-DT-1 6-CT-AB</ 7>
PoSUERET-3258 . 285, 388, 0c/ P>
POATEMAY" 318,160,170, 14/F5
51-THEL">00000001</F>

S1-PEEL 0L/ By

§1-R3EL301/ ¥

THTHIHT—

chddressy

</Azazennz
«/Cannecteatis

= <Adarenss
“31,1,9989, 1/

tis Cn OOONES ldlesteMONITORT>

T
VLAN- PRIDRITY =344/ P2
VLAN-TD" 50004/ F>

IED: Shadow Server/Publisher

bon OmbE® configversice==i, 03

g <conmosaakt inssumeetroromn. . spse--sataionsina> +— |[ED: Shadow Server/Publisher
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IEC 61850 Seminar and Training I - ©
H-5000 - IEC 61850 Evaluation, Demo, Hands-On /V 4 @ § Gl
e

Wireshark settings for MMS (ISO 9506) message analysis (1) Nm@aﬁm’
Gl
M Wireshark Ml Wireshark - Preferenc M Wireshark . Prei ilont
File | Edit View Go Capture Analyze Statistics -
7 .
e Copy N ~ Appearance ~ S 150 8823 0SI Presentation Protocol
Layout PKT CCC Users Contextlist | Edit Ml PRES Users Context List
, Find Packet... Ctrl+F Columns P332 |
Find Next Crrl+N Fent and Col PNS32 HCI Contextld  Syntax Name OID
Find Previous Ctrl+B Capture PoR 3 109506.2.1
Filter Expressions PP
Mark/Unmark Packet Ctrl+M Name Resolutior :E Wi
Mark All Displayed Ctrl+ Shift+ M ~_Protocols PPEOFD
e Rk 104apci PRES
Unmark All Displayed Ctrl+ Alt+M 20West 2
Next Mark Ctrl-+Shift N PTPAP
Previous Mark Ctrl+ Shift+B PUISE
PVFS
Ignore/Unignore Packet Ctrl+D gﬁz‘
Ignore All Displayed Ctrl+Shift+D i QUAKE
Unignore All Displayed Ctrl+Alt+D QAKEZ
QUAKE3
Set/Unset Time Reference  Ctrl+T gﬂﬁ“wom
Unset All Time References Ctrl+Alt+T RADIUS +] [=] [m]
L Nesxt Time Reference Chrl+ Alt+N M
= Previous Time Reference Ctrl+Alt+B
E Time Shift... Ctrl+ Shift+ T /
I
Packet Comment... Ctrl+ Alt+C Check for these
u
B Configuration Profiles... Ctrl+Shift+A values
Preferences... Chrle Shift+P
IEC 61850 EvaDeHon : .
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Wireshark settings for MMS (ISO 9506) message analysis (2) Nm&aﬁd
Gl
Iyt & Conmaiation Syitems
M Wireshark
File Edit View Go Capture Analyze Statistics Telephony Wireless
a4 m @ =] Display Filters...
(W aoply 2 display fiter . <Ctrl-f> Display Filter Macros...
Mo. Time Apply as Calumn M Wireshark - Enabled Protocols
20 69 Apply as Filter 4
21 70 Prepare a Filter » Protocol Description
32 73 it i b v (A T4 GEMERIC-CONFERENCE-CONTROL T.124
124 4125 T.124over T.125
23 76 Enabled Protocols..  Ctrl+Shift+E ~ Otz MULTIPOINT-COMMUNICATION-SERVICE T.125
24 76 125_cotp T.125 over COTP
Wemmisios t125_cotp_is  T.125 over COTP (inactive subset)
25 79 Reload Lua Plugins ~ Ctrl+Shift+L T30 T.30
26 92 SCTP 3
27 93 Follow ’
28 1@
29 10 Expert Information
3e 113.829512 9.0.
— 31 117.829991 9.0 Deselect T.125
IEC 61850 EvaDeHon ; .
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IEC 61850 Seminar and Training

H-5000 - IEC 61850 Evaluation, Demo, Hands-On

NM%
///—xéﬂ

Server Model (1)

il

i | o]

iod ci| i

1 EEEEE xmina=chetrp: [/ fwwew. lee.chloiBa0 /2003 s0L
E. “Headsr i¢="HMS Muybds 5G Galeway Base"

revision

cCommunication>

<IED type="Monitoring-Device" name="PowerGen " manufac

i E

1. Run Server on 2™
PC

= Sarves D P

P MCONTOR UM T

T30 kg 240 1IN - o

disader 045 Anybus 56 Gateway Dase®

<3CL\:mlans="http://www. iea.ch/61850/2003/5CL" revisicn="D" =

BE EwERIOnESSY g forww . Lt b BLAS0/2003 /82
" toolll B8 Asyhnis SO Gatswsy Bass®
"Mt e i tod ~Siabe L i
H “hadie
P AP-TAtla~>1, 1,990, 1</ >
@ty AX-ganlitier>12</e>
Server on |—_
Local Host ¥
x - Auirdrma s - > I4-BE-DT-16-CT-AB< />
#2007 xmlns:xsi’ 01 -0C=C0=01~00- 8L/ F>

* tesll

<Nommunication¥

BEED type="Monitoring-Device name 0

<Services>

1CDDas < VLAN- FRICRITT™ >4/ F>
<« WLAN- 10000
<P type=tAFPID=>0000</ P
=

onRingl >

‘ Server ’\

i LLwO~

1nClass="LEHD®

~pams of models and serviess on DR1S1 or other devios

LLMO 0%

LN Tare->

Logical Nods Physical Devics=>

lnclass="SPOsS~

uparvision of a position in parcent">

InclassS"MMET"

Meteorological measurements"s

1nclas=="DROGY

Controller of a Distributed Energy Rescurce"s

1nClass="MMTR™

Metering of electrical system">

1nClass= MW"

"Meagurements of 3 phase electrical system">

Package, V06
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Server Model (2) N .
GuH
Intowation & Conmavioation Syitus
40 <IED type="Monitoring-Device" name="PowerGen " manufacturer="NettedAutomation GmbH" configVersion="1.0">
41 <Services>
58 <AccessPoint name="SubstationRingl">
539 <Server timecut="30">
60 <huthentication />
61 Demo of models and services on DK151 or other devices" inst="MONITOR"
62 <LNO inst="" 1nClass="LLNO" lnType="LLNO 0" desc="LN Zero">
111 <IN 1nClass="LPHD" lnType="LPHD 0" " desc="Logical Node Physical Device'>
137 <IN inst="1" InClass="SPOS" lnType="SPOS 0" " desc="Supervision of a pesition in percent">
138 <DOI name="Alm">
155 <DOI name="PosPct">
185 <DOI nams="AlmSpt">
125 </LN>
196 <IN inst="1" InClass="MMET" lnType="MMET 0" prefix="" desc="Metecrological measurements">
197 <DOT name="DffInscl">
227 </1N>
228 <IN inst="1" InClass="DREC" 1nType="DRCC 0" prefix="" desc="Controller of a Distributed Energy Resource'">
223 <DOI name="Mod">
234 <DOI name="DERStr">
261 </LN>
262 <IN inst="1" InClass="MMTR" lnType="MMTR 0" prefix="" desc="Metering of electrical system">
263 <DOT name="TotWh">
291 </LN>
292 <IN inst="1" InClass="MMAU" lnTyps="MMAJ 0" prefix="" desc="Measurements of 3 phase slectrical system">
293 <DOI name="TOtW">
23 </LN>
324 </LDevice>
325 </server>
326 </BcoessPoint>
327 </IED>
G190 Evapeiion © Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 30
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IEC 61850 Seminar and Training
H-5000 — IEC 61850 Evaluation, Demo, Hands-On

Newd%
/Aﬂ

Server Model (3)

[ W
Tdowation & Consaicton Sytind

61 El<Lbavics Damo of modals and services on DRIS1 or other devices” inst="MONITOR">
62 B ARa="LINOT LaType="LINO 07 desc="LN Zero§
63 "B me= ST~ ormation for GOOSE">

o 1ngflE=sPo: -

<FCTA lnClges\~DRCC

</Datafecs

<FCDA
<FCDR
<PEDA
<FCDA
</batafecs
El <Reportlontrol mime="shatus_Report” rpoil="Status_Values

SELEVEERE N LT

intgPd="0" datzdec="Statua"

confRev="1" buffered="falsa">

/>

“Trgopa dah
<cprFields mag

fals
L’ />

Report (Valuel or Value2) on change |

<“RptEnabled max
<Clientl® i
</AptEnabled>

" lnlmst

* ldInst="none" />

</Reportfontrols

dat

El “Bepor “ eprii="Maasured_and _counted Valuss® intgPd="5000"

“Massuremants”

buffered="falsa">

rum® >

o= i

fntaBSet = Erun®

< Report (V1 & V2 & V3 & V4) cyclic |

WMMI® prefix==" lnlnstsvl® ldInst=vmane” />

{_ GoosE (vi&v2) |

="Status™ applD

inse="For atatus information”

Rev=nl= /3

IEC 61850 EvaDeHon
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Client Model (1)

</ Connesredap>

Client e b
i Commanicaticn®
Shadow Server o e s
T aTypeTemplazesr

TwaEk>

o
H E a0
EREE
= e L peR-IME" namam”Sublstuorkiane” >
= CCoRmACTAdAP Leciames MyGALANE" ApRARme=-SubetationRing] >
= <Address>

<P rypesTIFTrAS2.A60.170.100</Pr \
o 16 <r pem MAC-Addrass " >34-E6-07-16-C7-AB</F>
2. Run Client for \\ 17 <P nypes"iP-SUBNET->255. 255, 255,04/ P>
18 <r et I P-GATERAT “>192.168.1T8. 1</ 9>
&mr on 2|‘d Pc \-. <r Pamt0S] -TSEL->00000001</ P>
\ 20 <P TypemeOS1-PSEL-01</Ps
\‘ 21 <P TypemeOS1-SSEL-01</Ps
e 22 | </nddrass>
= o 40 9118 V22721 A 4 9507 TR 23 </Cennectedars
4 & <Connectedil Lediasew-Powarden * apfase= Substationiingl®~>
P, MONITOR B <Address>
& $h0s PovaGan MOMTORINERIT Tu mag | <P typemtOSI-AP-Title®>1,1,9999,1</9>
R -~ 7 <P type=t0fl-AR-Guallflar 13¢/F>
foriby <P Type="051-PSEL->00000001</ P>
o] By (5000 <P typem"OSI-SSEL 001/ P>
T T <P Sype=t0SI-TSEL=0001</F>
) Tomge [RGATA®D 1 <F type=tIP>103. 160,170,108/ P>
VL 32 <te= Ente cErekt IP sddress of the DEISL scting as 61850
<P Type=tIP-SUBNET->295,285,255,00/F>
el . 14 <P type="IP-GATERAT>193.160.170,1</F>
< [—— - T=ES=AA=D1=EE
16 CrCl-60-00-0%-
39 E
40 &
41 P MAC- Addrass” >01-06-CO-01-00-36</ >
42 Pem VLAN-FRIGII TY = >4</ 0>
43 Pem VLAN-10°>000</ P>
4" Pem ARP LD >0000</ F>
<P type="IP">192.168.178.100¢/P> 45 </nddee
46 <Mi
47 <MaxT
= <sase>

/ Shadow Server

server hare; 0.0.0.0 means DR1%3)

server here; nesded for GOOSE ==>

IEC 61850 EvaDeH <racir
My © Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03
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IEC 61850 Seminar and Training
H-5000 — IEC 61850 Evaluation, Demo, Hands-On

Nef@d%
//—\\G”i

Client Model (2)

Gl
A
Shadow Server Iuowation & Consanicalon Syt

<IED nams="MyClient">
<AccessPoint name="SubstationRingl">
<LN 1lnClass="IHMI" inst="1" lnType="IHMIa"/>
</BccessPoint>
</TIED>
<IED typs="Monitoring-Device" name="PowerGen " manufacturer="NettedAutomation GmbH" configVersion="1.0">

<Services>

<AceessPoint name="SubstationRingl">
n30">

<BAuthentication />

<LDevice desc="Demo of models and services on DK151 or other devices" inst="MONITOR'">

35="LINO" 1nType="LLN0 0" desc="LN Zero">

LPHD" 1nType="LPHD
SPOS" 1nType="SPOS
MMET"
DRCC"
="MMTR"
InClass="MMAU"

<Server timeout:

"Logical Node Physical Device">

"Supervision of a position in percent">

"Meteoroleogical measurements">
Controller of a Distributed Energy Resource"> | |
desc="Mctering of clectrical system">

1nType="MMIR
1nType="MMM 0"

="' desc="Mcasurcments of 3 phase clectrical system">

</LDevice> .
</ssrver> The model of the Shadow Server is exactly the
</BccessPoine> same as the model of the real Server.

</IED>

IEC 61850 EvaDeHon
Package, V06
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Report Control (1)

GuH
Intowation & Conmavioation Syitus
’ Status ‘ ‘ on change
<ReportControl name="Status Report” rptID="sStatus Values" intgPd="0" datSet="Status"
confRev="1"/buffered="false">
<TrgCps dchg="true" gchg="false" dupd="false" period="false" /(>
<CptFields segMum="true" timeStamp="true" reasonCode="true" dataSet="true" />
<RptEnabled max="2">
<ClientIN iedName="MyClient" 1nClass="IHMI" prefix="" lnInst="1" ldInst="none" />
</RptEnabled>
</ReportControl>
<ReportControl name="Measurement Report" rptID="Measured and counted Values"
intgPd="5000" datSet="Measurements" confRev="1" buffered="false">
<TrgCps dchg="false" gchg="false" dupd="false" pericd="true" />
<CptFields segNumK"true" timeStamp="true" reasonCode=\true" dataSet="true" />
<RptEnabled max="2N>
<ClientLN iedNamg="MyClient" InClass="IHMI" prefix="" lnInst="1" ldInst="none" />
</BptEnabled>
</ReportControl>
‘ Measurements ‘ ‘ 5 Seconds ‘
IECH1350 Evapeiiog © Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 34
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IEC 61850 Seminar and Training
H-5000 — IEC 61850 Evaluation, Demo, Hands-On

Neﬂéd%
H

Report Control (2) — Chance configuration NM@M@I
[ L_—_NCN
T

‘ on change ‘ | set to true I set to 15000
(15 sec)

<ReportControl name="Status Report" rptID="Status Values\| intgPd="0"| datSet="Status"
confRev="1"/buffered="false">
<TrgCps dchg="true" gchg="false" dupd="false" period="false" />

<CptFields segNum="true" timeStamp="true" reasonCode="true" dataSet="true" />
<BptEnabled max="2">
<ClientLN iedName="MyClient" IlnClass="IHMI" prefix="" lnInst="1" ldInst="none" />
</RptEnabled>
</ReportControl>
<ReportControl name="Measurement Report" rptID="Measured and counted Values"
intgPd="5000" datSet="Measurements" confRev="1" buffered="false">

<TrgOps dchg="falsey gchg="false" dupd="false" pericd="true" />

<0ptFields segNum " timeStamp="true" reasonCode=\true" dataSet="true" />
<RptEnabled max="2>
<ClientLN iedNa nt" lnClass="IHMI" prefix="" lnInst="1" ldInst="none" />
</RptEnabled>
</ReportControl>

‘ 5 Seconds ‘ | set to 20 ms | ’ cyclic ‘

IEC 61850 EvaDeHon
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Report Control (3) N%

e
Tt & Comaviclo, Sy

1. Make sure that you keep a copy of the original models!

After making a change in the server’s control blocks you have to restart the server.
3. Check message flow after modifying the status report control block to

intgPd="15000" and periodic="true”.

Change value of Alarm manually.
4. Check message flow after modifying the measurement report control block to

intgPd="20"

Change other attributes — be careful! Think twice before you change any value!

It is recommended to use ONE (1) control block at the beginning! Just not to get

confused watching many messages ... You can comment out control blocks in the SCL
file to “stop” them working: <I-- commented out control block --> see next slide

7. You may modify the DataSets as well ... be aware that you have to make the same
changes in both files (in the model of server AND of the client).

IEC 61850 EvaDeHon
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IEC 61850 Seminar and Training
H-5000 — IEC 61850 Evaluation, Demo, Hands-On

Nef@d%
///—/_kgui

GOOSE Control Block commented out

</DOI>
<!--

<GSEControl type="GOOSE" name="Status_CB_GOOSE" datSet="Status" appID="Status" desc="For status information" confRev="1" />
——>

</LNO>
1. This GOOSE control block will not run after restart of the server.
2. The manipulation of the SCL File could be done with any text editor (I like Notepad++) or
with a special IEC 61850 IED configuration tools (ICT).
3. The use of a text editor could cause severe damages of the SCL file ... It may not conform
anymore to the correct SCL schema or IEC 61850 models.
4. Tools that check correctness of the SCL files are available ... e.g., ICDDesigner from

SystemCorp, IED Scout from Omicron, UNICA SCL Checker from DNV/KEMA, ...

IEC 61850 EvaDeHon

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03
Package, V06

Page 37

GOOSE message configuration

<GSE cbName="Status CB_GOOSE" 1dInst="MONITOR">
<hddress>
<P type="MAC-Address">01-0C-CD-01-00-36</B>
<P type="VLAN-PRIORITY">4</P>
<P type="VLAN-ID">000</E>
<P type="APPID">0000</P>
</hddress>

QT
[

‘ Steady state (actual every 5 sec) ‘
s information for

14 _— | stvalgt
doName="Alm" f: In ITOR" />
* doName="DERStr" fc="ST" 1dL "MON ITOR" f>\
stVal, g, t

"MONITGR" />
="MONITOR" />
.

<MinTime unit="s" multiplier="m">200</MinTime>

<MaxTime unit="s" multiplier="m">10000</MaxTime>_|
</GSE>

<DataSet namc="Staf

<FCDA InCla.

<FCDA 1nClas

<FCDA 1nClass="MMIR"

<FCDA lnClass="Mpmu”
</DataSet>

</DOT>

<GSEControl type="GOOSE" name="Status_CB_GOOSE" datSet="Status"
</INO>

appID="Status" desc="For status information" confRev="1" />

IEC 61850 EvaDeHon
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IEC 61850 Seminar and Training

H-5000 - IEC 61850 Evaluation, Demo, Hands-On

NM%
//A'%

Pt AT

[ _——
Tdowation & Conasedtion Syt

Check Report
Control
Blocks and
enable
Reporting

Complete-Session_2017-06-12.pcapng

Session Trace with Wireshark

il Complete-estion 2017-06- 12 papng

e lde View Go Coptr Anse Siissic Tuphony Woslms Took Map

Ami® IEREQe=ETi0EaaaD

(W e o gocse:

o = o TR e e e
1 2. p0ese Asustekl B5:1c-f4 175 GOOSE Yis
2 5,807578 AsustekC _B5:1c:F4 179 GOOSE Yas
4 18,814983 Asustekl B5:1c:fd 179 GOOSE Yas
14 15, 813808 Asustek( B5:1c: 179 GOOSE Yes
15 15.0818533 192,168,178, . 1es 244 "o Yes indtiate-ReguestPU
16 15. 828387 192,168,178, 18 216 L3 Yes Andtiate-ResnonsePU
17 15.834162 192,168,178, 185 139 L Yes conf irmed - RequestPOU
18 15.843853 192,168,178, 189 L) L Yes conf irmed - BesponsePDU
19 15.8a5974) 192,168,178, 185 pLr 3 L] Yos conf irmed-RequestPOU
0 15.859555 192,168,178, - 188 8 L Yas conf irmed-ReiponiePDlU
21 15.871988 192,168,178, - 185 144 L Yas confirmed-Regques tPOU
2 15, 875864 192,168,178, - 188 8 L Yas conf irmed-ReiponiePDlU
25 15.887626 192,168,178, - 185 144 L Yas confirmed-Regques tPOU
28 15,0906592 192,168,178, - 108 % L Yas conf irmed - ReiponiePDU
b3 15.183211 192.158.178. 185 17 L Yes conf irmed - RequestPOU
26 15.186224 L1 L Yes conf irmed - BesponsePDU
7 15,1187 145 L Yes confirmed - RequestPOU
28 15.121961 L.1] L3 Yes conf irmed - BesponsePDU
£ 20, Baeesd 179 GOOSE Yes
31 208.129445 192,168,178, B 233 L3 Yes unaonf §rmed - FOLU
34 25.827548 AsustekC _B5:1e: - B 179 GOOSE Yas
35 25.136868 192,168,178, 185 192,168,178, 180 Pl L Yas unconf §rmed-POU
] 38, 834995 AsustekC _B5:0c:F4  Tec-TeST_@1:00:36 179 GOOSE Yas
k) 3@,128624 192,168,178, 185 192,168,178, 180 Pl L Yas unconf §rmed-POU
a2 35.842398 AsustekC _B5:0c:F4  Tec-TeST_@1:00:36 179 GOOSE Yas
43 35.138432 192.168.178. 105 192.168.175. 100 93 L] Yes uncenf irmed-POU
&6 a8, Ba989% Asustek( 85:1c:f4  Tec-ToST 21:99:36 17 GOOSE Yes
47 48127994 192,168,178, 18% 192,168,178 188 Fa Ll L Yes unconf Lrmed - POU
49 45.057332  AsustekCB5idcifd DecoTeST 1936 179 GOOSE  Yes
58 45.135399 192,168,178, 18% 192,168,178 188 Fa Ll L Yes unconf Lrmed - POU
53 58864742 Asustek( 85:1c:f4  Tec-ToST 21:99:36 17 GOOSE Yes
54 58,1208 192,168,178, 185 192,168,178, 188 133 LY Yas uncont rmed-POU
59 55,8787 AsustekC _B5:1e: - 179 GOOSE Yas
L] 55134645 192,168,178, Pl L Yas unconf §rmed-POU
62 68, 879757 Asustekl_B5: 179 GOOSE Yas
63 6@,126532 192,168,178, Pl L Yas unconf §rmed-POU
65 65,.887098 Asustekl 179 GOOSE Yas
&6 65, 134881 192,168,178, 233 L] Yes unaconf frmed - POU
&7 5. 188421 192,168,178, 180 185 12 ne Yes conf irmed - RequestPOU

e s amomr 102 1es 278 ame 109N ¥ contireed gesnoncaprul

IEC 61850 EvaDeHon 2 .
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GOOSE Message

~ GOOSE
APPID: Bx4808 (16384)
Length: 165

Reserved 1: 0x0000 (8)
Heserved 2: 0x0000 ()
v goosefdu
gocbRef: PowerGen MONITOR/LLN@SGOSStatus_CB_GOOSE
timeAllowedtolive: 10999
datSet: PowerGan MONITOR/LLNBSStatus
golb: Status
t: Jun 13, 2817 15:18:33.777958987 UTC
tbim: T
squm: 25
test: False
confRev: 1
ndsCom: False
nuabatSetEntries: 2
¥ allData: 2 items
* Data: structure (2)
~ structure: 3 items
“ Data: boalean (3)
boolean: True
~ Data: bit-string (4)
Padding: 3
bit-string: 0000
~ Data: utc-time (17)
wtc-time: Jun 12, 2017 15:22:89.885784224 UTC
v Data: structure (2)
~ structure: 3 items
w Data: boolean (3)
boolean: False
w Data: bit-string (4)
Padding: 3
bit-string: 0009
w Data: utc-time (17)
utc-time: Jan 1, 1573 62:00:00. 200008000 UTC

<DataSet nam:

<FCDE 1

<FCDA InClasa=

</DataSet>

Status” desc

Ethernet IT, Src: AsustekC_BS:1c:fd (cB:68:09:05:1c:8), Dst: Tec-TeS7_01:09:36 (91:8¢:cd:01:00:36)

IEC 61850-7-x, -6

Status information for GOOSE">
" doName="Alm"
* doName="DERStr"

N .

GutH
Ieowation & Conmanicaton, St

£ 1dInat="MONITOR" />

" 1dInst="MONITOR"

>

1ECGoo0sePdu ;= SEQUENCE

Wireshark

i 1
gocbRe 0] IMPLICIT VISIBLE-STRING, |EC 61850-8-1
timeAllowedtoLive 1] IMPLICIT INTEGER,
datSet 2] IMPLICIT VISIBLE-STRING,
golD 3] IMPLICIT VISIBLE-STRING OPTIONAL,
t 4] IMPLICIT UtcTime,
ethlum 151 IMBIICIT INTERER
sqhum [6,  IMPLICIT INTEGER,
test [71 IMPLICIT BOOLEAN DEFAULT FALSE,
confRev 8] IMPLICIT INTEGER,
ndsCom ] IMPLICIT BOOLEAN DEFAULT FALSE,
numDatSetEntries 10] | IMPLICIT INTEGER,
allData 11] | IMPLICIT SEQUENCE OF Data,
security 12] | ANY OPTIONAL,

-- reserved for digital signature

N\

cd 1 00 36 ¢8 6@ 99 B! 1c f4 B8 bB 40 PR 6.7 iiiias @.
99 00 00 9@ 61 Bl 9a 8¢ 28 50 6 77 65 72 ......a. ..(Power
Be\5f 4d 4f de 49 54 44 52 2f 4c 4c 4e 3@ Gen MONI TOR/LLME
4f 24,53 74 61 74 75 73 5f 43 42 5f 47 Af  $G0§Stat us_(B_GO
45 81 2,27 10 82 1c 50\6f 77 65 72 47 65  O0SE..'.. .PowerGe
6e 5 4d 4f de 49.54 4f 52 2f ic 4c de 38 24 53 n_MONITO R/LLNG$S
) 74 61 74 75 73 83 06 32..74,61 ;1 75 73 84 @8 59  tatus..S tatus..Y
0878 3e b@ c9 <7 2b 02 Ba B5 @1 07 B6 9187 o1 ee R S
0o 88 01 @1 89 @1 92 8a @1 ©2 ab 2u aZ 12 83 @1 ff
84 03 93 00 00 91 08 59 3e bl al @1 75 d5 20 a2
12 83 91 00 84 93 03 9@ 90 91 98 00 00 00 00 @0
80 00 20

IEC 61850 EvaDeHon
Package, V06
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Check Report Control Blocks and enable Reporting NM@W
G

A
Client Server It & Comustton
MMS Read.request: domainld: PowerGen_MONITOR
itemld: LLNOSRPSMeasurement_Report01SResv
MMS Read.response: false

MMS Write.request: domainld: PowerGen_MONITOR

itemld: LLNOSRPSMeasurement_Report01SResv
value: true
MMS Read.response: success

MMS Write.request: domainld: PowerGen_MONITOR
itemld: LLNOSRPSMeasurement_Report01SRptEna
value: true

<DataSet name="Measurements"’ deac=

<FCDA 1nClass="SPOS™ 1nIns

MMS Read.response: success <FCDA InClass="MMET" 1

<FCDA 1nClase="MMIR"

<FCDA 1lnClass="MMXU" 1
</DatagSet>

MMS InformationReport: mag.f,q,t / mag.f,q,t / stval,q,t / mag.f,q,t ‘ l

IEC 61850 EvaDeHon

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 41
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Report Message (Wireshark) / Nm@amé
GubH

Ieowation & Conmanicaton, St

TotWh.mag.f, .q, .t

| Totw.magf, .q, t

Ergy Cause of
transmission
(08=cyclic)
R R : <DataSet name="Measurements"' deac="Measurements for reporti
Inclusion bitstring | e esseras Zo weporeing
1111 0000 | <FCDA InClass="MMET" 1 " - —
<FCDA lnClass="MMIR' = d - o 14
<FCDA 1nClass="Mu" 1 " do - ]
| PosPct.mag.f, .q, .t | </Dataset>
| DffInsol.stVal, .q, .t |

IEC 61850 EvaDeHon
Package, V06
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e

Report Message (Wireshark ASN.1 BER encoding) NM@M@I
GubH

‘/\
Indowation & Consanioalion Syitens

aBee

ea18

8028

ea3@

8a40

8858

BB6e F

ea78 eeMan

2080 @1 @@ 8c @6 @3 4a eh 3 2F b8 Ba 22 58 6F 77 B5 ..... J.. /.."Powe

2090 72 47 65 Ge 5 4d 4F de 49 54 4F 52 2f 4c 4c 4e  rGen_MON ITOR/LLN

9020 3@ 24 4d 65 61 73 75 72 65 6d 65 Ge 74 73 B84 82  @%Measur ements..

90b8 @4 £ a2 18 aZ @7 87 @5 08 @0 90 90 8@ B4 83 B3 ........ ceeeeeen

8- B9 B8O 91 83 08 08 B0 BO B8O OB BB BB aZ 18 a? B7 .. .i.i.iee caeeaean

2040 87 @5 83 44 03 @0 @0 34 03 @3 A0 80 91 88 59 3e | . ¥

2eef bl al @1 75 3 5@ a2 13 35 @2 le dl 34 83 @3 @@ [T -

202 @@ 91 @8 59 3e bl al 81 78 86 e@ a2 18 a2 @7 &7 ¥ Havnnnnn

2167 @5 @8 45 56 99 @9 84 83 03 @9 89 91 @8 59 3e bl EVeirr vunns Y>

2118 al @1 77 76 44 84 @2 82 98 84 92 82 88 84 82 82  ..wvD... ..eene.n

9120 @3 84 @2 ezes .

IEC 61850 EvaDeHon - .
© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 43
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Many other exercises during Hands-On Training will be done (if time permits) Netts ;é o,
GubH

Iudowation, & Commanication Syitons

Issue GetData and SetData services
Issue Operate service

Add DataSets

Add Control Blocks

Configure new device model with ICDDesigner (SystemCorp)

https://www.systemcorp.com.au/products/tools/icd-designer/

6. Decorate the Server ICD File with the IEC61850ModelDecorator (get Client.icd,
Server.icd, and .json File), and use with the demo.

7. Use GridEx (FMTP)

http://fmtppower.com,

gLy W=1S =

8. Use Browser-Client, e.g., [IEDScout 4.2 (Omicron)
https://www.omicronenergy.com/en/products/all/secondary-testing-calibration/iedscout/noc/1/#Description

IEC 61850 EvaDeHon
Package, V06
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e

Many other exercises during Hands-On Training (time permitted) Nm@aﬂm&
G
Tdowation & Conasedtion Syt
Second run Client First run Server on
for Server on 15t PC 2nd pC
s \ N ) ™
etve— : 5 Server ILD (PIS10VEOT22 Apr 26 2017 17:353%) o =

= 160

S MONITOR petiedautomntion com

B SPOST PowerGen_MONITOR MMAUN TotW mag {
& DACC
= WNET! Vae: |23
# MMTH -
HHA usity. (G000
Taw !
e Trom st (061217 072600

f
MMy HHmmss

IEDScout

BELCK. éé .
e
=
''''''' Informalion. & Commpasnicalion. Siglim
<P type="IP">192.168.178.100k/P> GridEx" <P fype="1P">192.168.178.105</P>
k )
MMS, TCP/IP, GOOSE, AT Ethernet/Ethertype, ...visible with Wireshark
 _
ECS1350 Evaeioy © Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 45

Package, V06

NW@:JM
/N‘n‘
Tt & Coaniction Syomt
Configure and prepare additional
device models in three steps
& run tests
IECH1350 Evapeiiog © Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 46
Package, V06
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NM%
//A'%

Configure and prepare new Server and Client in three steps

Given so far

D configjson ———— |

by [ECH1250GUl exe
IECE1850GUlexe.config

JSON: configuration of Model for
Stack/API generated by WEB-PLC
or IEC61850Decorator

[ IECE1850GULpdb
IEC61850GUIClient.bat
IEC61850GUIClientLocal.bat
IEC61850GUIServer.bat

Client Model for Server on
2nd pC

-

NEW Real Client IED A

New Shadow Server B and Publisher:

E PowerGenerationC.icd
E PowerGenerationClLocal.icd
E PowerGenerationS.icd

Server Model for Server on
local host or 2" PC

IEC 61850 EvaDeHon
Package, V06

o

Library.dll

[ Library.pdb Client Model for Server on
- ' / local host

MNewtonsoftson.dll

PISTOV2.dII

0

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03

LD, LN, DO, DA ,,stVal“, DataSet,
Communication Control Blocks

New Real Server B and Publisher:

LD, LN, DO, DA ,stVal“, DataSet,
Communication Control Blocks

Page 47

Step 1: Create new Server Model (very simple)

- p— Tt & Comasiton Sy
Mew Open - Save | SaveAs| Close Tools = 7
stm3eid |
I Detad Optinal
w3 — &
LM Ciass aTve 7 [ Lieice - LD#dee |
T Trpe sTue_o oI Lo - Luwo |Logical node zeio |Manaatory
Inatance o 1 o=l LN - LPHDD Prijsical Sevice Information
. i 1 # [N -5THRD {iemperature superdtsion |
— B oominr
808 ReponControiieoun
(iulil 150 LogCantrelGroup
Description lemperature superasion F putstroun
= B0 00 Ben Enumerated stas | manatoey
* B8 DC-Am Svgle puint slatus |Cptanal Il
OA DA - srval | P Save progect e ax B
O DA -0 L .
A -t Speichernin: | Deskiop | =] (5] |=)BE]=
# B0 DC-Trg Datninama: tewsde]
o [ DA - mag o]
{ Dajeyec OO0 -
O D - g
0 D -1 [ |
s
Log |

https://www.systemcorp.com.au/products/tools/icd-designer/

|

One LN and two DO designed ... no DataSet ... to get New Real Server:

started simple. The type template of the ICD Designer
may be different ... use the file New-Model.cid that
comes with this Package as a template in the ICD
Designer ../templates/edition2/NewProject.xml

IEC 61850 EvaDeHon
Package, V06

a LD, LN, DO, DA, optionally DataSets and
Communication Control Blocks

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03
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H-5000 - IEC 61850 Evaluation, Demo, Hands-On

_/\\
Infouation & Communication Syitens

Step 2: Decorate Server Model (adds Private Elements to signals for Netts ;@ Tion
SystemCorp API/Stack) Gl
ot e Connanlion, Syt

B O @ Filter
Héchste Oberelnstimmung

E IECE1850MadelDecorator

Vertrauenswiirdige Windeows Store-App

Pick o valid server SCL file from the file systemn,

Procesd to next acthvity whin you are dome.

Select server 501 e

Page 49
Step 2: Decorate Server Model (adds Private Elements to signals for Netts ;é Liowt
SystemCorp API/Stack) i
ldyuation, & Comsauication Sytow

Expand tree and select or deselect the checkboxes for attributes you want to use in
your application.

Attributes that are part of a dataset are displayed in green color for your
information.

Proceed to next activity when you are done with the selection.

anfiguration

-

Page 50
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_/\\
Infouation & Communication Syitens

Step 2: Generate Client Model based on decorated Server Model NM@MM
_‘%\W

Selecting this acitivity generates client SCL from the server SCL you provided in
activities 1an 2.

You will have to adapt the IP and MAC addresses manually after saving the SCL to
the file system in the next activity,

Proceed to next activity.

Page 51

Step 2: Generate Client Model based on decorated Server Model Nﬁ&aﬁo’i
GutH
Twaton & Conmsiclon Sy

Save the files you need to the file system.
Save server SCL file Save client SCL file Save FSON configuration

B Duser PC

=

© NettedAutomation. All r||||'|I~. fes e,
Page 52
Page H-5000 - 26
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_/\\
Infouation & Communication Syitens

Step 2: Generate Client Model based on decorated Server Model NM@MM
G

Save the files you need to the file system.

Save server SCL file  Save client SCLfile  Saw configuration

© NettedAutomation. All fight

Page 53

Step 3: Save Json file (used by demo) Nﬁ&aﬁo’i
GutH
ldpunation & Comsmanication Syitins
Save the files you need to the file system.
Save server SCL file  Save client SCL file  Save JSON
Page 54
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Step 3: Rename files N @ .
/\W

Iowation & Conanition Syitens
Original Model
from ICD Dsigner
config.json
. IEC61850GUl.exe
After Decoration IEC61850GUI.exe.config
fig.j IEC61850GUl.pdb
Library.dll
Library.pdb
Newtonsoft.Json.dll
PIs10v2.dll
5101.bat
5101.cid
Rep?ame (V:’” a;e:’_ee - Configure IP and 1020t
... Names must match in .
bat files) MAC Addr; \
modlfy .bat, ig:gi; New S.erver
then use for c103pat [ NG Cllent,
c103.cid | and.bat
Demo
IEC 61850 EvaDeHon ; )
© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 55
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Step 3: Modify IP Address for Server Nm@:ﬂﬁm&
[ ——— N

Ieowation & Conmanicaton, St
Erweiterte TCP/IP-Einstellungen
config.json P-Einstellungen pNS  WINS
IEC61850GUl.exe Header>
JEC61850GUexe.config winications IP-Adressen
IEC61850GULpdb 12 [ SSESESENRRE name='SubNetworkNan | [p ;. Subnetmaske
Library.dll : E <ConnectedAP apName="Subst 192.168.178. 100 255.255.255.0
Library.pdb 1k <hddx 192.168.178.103 255,255.255.0
Newtonsoft.Json.dll L < ="OS1-AP-TL
PIS10V2.dll : <® OSI-AE-Qu Bearbeiten... | | Entfemen
<p ORT-PSEL"

s101.bat 51 <Pt 081 -S8RL"=0001</ b2
s101.cid ] 0SI-TSEL">0001</P>V
s102.bat : IPv»192.168_178.103</F>
s102.cid 2 <! the corceh wddress of the Anybus 56 gatow

2 255.255.255.0</p>
5103.b_at New Server F 3192 168 178 1</
5103.cid N 24 1 ST
c103.bat [ 219 Client, < he MAC £ the Anybus SG gateway acti
c103.cid Gl Lo 2 </Address>

: b </ConnectedhP>

r </subNetwork>
IECH1350 Evapeiiog © Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 56

Package, V06
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Step 3: Modify IP Address for Client N .
=T
Ifowation & Comsanicalion Syitina
EEEEEl
10 </Header>
11 B <Communication>
name="SubNatworkNama"§
config.json is s="MyClient" apName="SubstationRingl®>
IEC61850GUl.exe chddrasss
|EC61850GUl.exe.config <P typs="IP">192.168.178.100</P>
JEC61850GUIpdb <P type="MAC-Address">34-E6-R1-16-CT-AB</P>
Library.dil <P type="IP-SUBNET">255.255.255.0</P>
. : <P type="IP-GATEWAY">192.17 % -
’L\llbratry.pdlf)u " <P type="OSI-TSEL">0000000) Eerlte(E\E\T(P/\F—Em;tel\ungan
lewtonsort.Json. \
<P type="OSI-PSEL">01</P> | fpnstelingen oNs | WINS
Mzl <P type="OSI-SSEL">01</P> \\
</hddress> lPidrEssEm\
s101.bat </Connectedhl> PUTIAY ppS—
s101.cid <ConnectedAP apName="SubstationRin| eSS\ Honetma
5102.bat chddress® 192.168.178.100 255.255.255.0
s102.cid AP-Titla">1,1 152168.178.103 255,255.255.0
,, AE-Qualifiec"| // [Frasfigen] [pearbeten | | Entiem
g " / inzufligen... arbeit en
5103 bat Neavs}Seﬁer PSEL">0000000) %
5103.cid P SSEL">0001<
¢103.bat Client, TSEL">0001</F>
C103cdly  and.bat <P types"TP">182.168.178.103%/p>
<1 ter the correkt IF address of the Anybus SG gateway
&="IP-SUBNET"»255 . 255,255, 0</ P>
&="IP-GATEWAY">192.168.178.1</P>
<P types"MAC-Address">34-E6-DT-16-C7-AB< /P>
<1-- Enter the MAC address of the Anybus SG gateway acting
</Ridress>
</Connectedhs>
</SubNetworks>
IEC 61850 EvaDeHon : .
© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 57
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Step 3: Modify .bat Files to match with .cid Files N _
A&H‘
Tdowation & Conmaieaion Syl
e Caia won £ |
1 "vyar":1, "controllers™:[],"sEv": [{

"ident":"", "name": "NewAnybusLDevicel™,

"outs": [{"name":"STMPO.Alm.stVal®,

Configjson — "ident™: ™", "Eialda": [451,1,0] ), ("name": Select‘the
IEC61850GUl.exe B "STMED. Tmp.mag. £, "ident™:"", "fields": [ corresponding JSON
IEC61850GUl.exe.config Configjson 4%1,9,1111, "ina": [1}] ,“=.'!.='.": H"iaem:"; File that matches
IEC61850GUl.pdb **, "name" : "NewhnybuslDevicel®, "outs™: [{ . .
Library.dll "name": "STMPO.Alm. stVal®, "ident™:"", with the .cid models
Library.pdb "fields": [451,1,0]}, ("nama":
Newtonsoft.Json.dll "STMED. Tmp.mag. £, "ident": ™", "fields": [
PIS10V2.dIl 451,9,1]11], "ine": (111}
5101.bat
$101.cid
5102.bat Hs10aket B3
5102.cid (] e S 1 start IEC61850G6UI.exe -s s103.cid config.json
T 5102.bat
5103.b§t T New server
| s103.cid .
and Client,
¢103.bat —
c103.cid and bat- = c103bat E3
1 start IEC61850GUI.exe —¢ ¢l03.cid config.json
c103.bat
IEC 61850 EvaDeHon : .
© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 58
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Neﬂéd%
H

Test Server with IEDScout

192.168.178.100

tae

IEC 61850 EvaDeHon
Package, V06

OLOT200T 182435010
(]

i Mavgeton ¥ Detais

B T

¥ Maniar

wcrptom

T Dot ot [ Bromre Loyt

o)

D ol
s103.cid Config,json feesn o

s103.bat

LT

Qusty G000

T sy (0017162055
MLy it

(=]

BECK. A
oy

el & ot G

s St ang wscam

192.168.178.103* Port 102h

* Virtual IP Address at the same PC.

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03

Page 59

Test Server with EvaDeHon Client (running on one PC)

S Chent IED (PIS10VEDT.Z2 Age 26 2017 17:35:33)
= IED 1

| ™ & tewsmybusL bevicen
STHFD NewAmybusi Device 1 STHPD T mag !
| Hm
T'mxw oy Ve :_-.\_.-.
| ]
-
I Time stamp: (37,3117 1630 23
| MM/ddyy HHmmss
I e
BECK.
SystemCORP
Hegd trmestame s

Connected to IP 132 168.172.100.

Dperte.

Wt

Dol & Comamintion Syl

192.168.178.100

s Server IED (PISI0 V20722 Apr 26 2017 17:35:33) —
= IED

- MewAmbusLDevice 1
STHFD Nyl Dervics 1 STHPD. T masg
Hn
e Ve [734
Tre N
mag Cusity | GOOD

Time stamp: (070017 163023
MM/ddyy HHmmss

Updabe mestemg suctess

)

)

cl03.cid

c103.bat

IEC 61850 EvaDeHon
Package, V06

Q192.168.178.103* Port 102)

)

Configjson

3

s103.cid

s103.bat

* Virtual IP Address at the same PC. This IP
may be used for a second PC instead ...

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03
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Test Server on Gateway with EvaDeHon Client (running on a PC)

s Chent IED [PISTO V7.2 Ape 26 2017 173539 - o x
ket I nettadautsmation com
= tewhmbusL Device 1 Baitdauiomssion. com
STHFD NewAmybusi Device 1 STHPD T mag !
Hm
vl _ow Ve [ | -
my -7

[T 163023
MM/ddyy HHmmss

Crm] [ v | [ oo

BELCK. . :

Dol & Comamintion Syl

IXXAT SG-gateway with
PROFIBUS Interface

or PROFINET,
Ethernet/IP,
M-Bus,

1/0

|
|
|
I = T
|
|
|

Flead timestamp success

192.168.178.100 ( 192.168.178.41 Port 102 )

&) & ] <)

c103.bat c103.cid Config,json s103.cid

https://www.ixxat.com/products/energy

EE01850 Evap e on © Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 61
Package, V06

Summary Nm&aﬁd
L

1. IEC 61850 is very flexible to be used in many application domains.

2. The EvaDeHon Package is a one of its kind Package that can be used to evaluate the
SystemCorp API/Stack (to some degree), learn IEC 61850 (models and services), configure SG
IXXAT (HMS) Gateways, ... and to be used for hands-on training.

3. Mr Karlheinz Schwarz (NettedAutomation GmbH) has been involved
in modern information exchange systems since 1983
—when got involved into the GM led MAP project.

4. Mr Schwarz has always been a supporter of IEC 61850 (IEC 61400-25) in theory and practice.
His hands-on training courses are outstanding!

- - o SRR T

e =
-

+ Experts
g Companies
X tries
m 90+ Coun'
trgr‘:ed in 240+ courses
(2017-06)

5. 1 guess YOU believe that dreams have become REAL with using this EvaDeHon Package!

EC61350 Evaperion © Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 62
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Nef@d%
H

Summary

6. The SystemCorp API/Stack runs on many platforms:

— Embedded Linux (ARM, Coldfire, Power PC)

—  Linux, Ubuntu, Debian(X86, X86-64)

—  Beck @Chip SC1x3 RTOS, SC145 RTOS LNX

—  Microsoft Windows XP, Vista, Windows 7, Windows 8, Windows 10

time-to-market

https://www.systemcorp.com.au/products/smart-grid-software/iec-61850/

— The ready to go Windows DLL (used in the EvaDeHon Package) could be used right away for a short

7. Need help — come to us! We can offer you any support in getting started or to continue in

your projects.

IEC 61850 EvaDeHon

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03
Package, V06

Page 63

Thank YOU for

our Services!

IEC 61850 EvaDeHon
Package, V06

YOUR interest in

Let us know how you liked the EvaDeHon Package. Thanks!

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03

Page 64

Smart People for Smart Grids.

Page H-5000 - 32



IEC 61850 Seminar and Training I - ©
H-5000 - IEC 61850 Evaluation, Demo, Hands-On /V 4 @ § Gl
e

Any Question?

IEC 61850 EvaDeHon

© Karlheinz Schwarz, NettedAutomation GmbH, 2017-07-03 Page 65
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Modell_2017-06-15

IEC 61850 Model for Beck IPC DK151 and DLL Tree Demo and Hands-on Training

Karlheinz Schwarz, NettedAutomation GmbH

karlheinz.schwarz@nettedautomation.com

2017-06-15

Die folgenden Modelle enthalten nur instanziierte Logische Knoten, Daten Objekte und Daten Attribute.
Referenzierte Typen werden nicht expandiert. Es werden die dekorierten Signale (mit Private-
Elementen) dargestellt.

Die Modelle werden durch eine XSL-Transformation eines CID-Files erzeugt. (Die Endung des CID-
Files muss in .xml geéndert werden. Die Attribute des SCL-Elements missen entfernt werden; <SCL
attr ...> in Kommentare setzen und <SCL> einfligen.

Transformation:

Server_Report-Meas-Status_Operate_publish-GOOSE_Decorated_2017-06-15_Final(4).xsl

IED = PowerGen_

LD

LN

DataSet

DataSet

Report Control

Report Control

GOOSE Control

LN

LN

MONITOR

LLNO
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LICENSE AND WARRANTY FOR SOFTWARE

THIS LICENSE AND WARRANTY IS A LEGAL AGREEMENT BETWEEN YOU (“LICENSEE”, EITHER AS AN
INDIVIDUAL OR ENTITY) AND SystemCORP Embedded Technology Pty Ltd (SET) (“LICENSOR”). BY
USING THE SOFTWARE SHIPPED WITH THIS LICENSE AND WARRANTY, LICENSEE ACCEPTS AND
AGREES TO THE TERMS HEREOF.

1. DEFINITION OF SOFTWARE

1.1 As Used herein, “Software” means the SET product that is shipped with this License and
Warranty, and “Software” means either the stand-alone software or the software embedded on
another product.

2. GENERAL

2.1 Under the terms of this license and warranty, the software is licensed (and not sold) to licensee.
The licensee accepts the terms and the condition and warranty contained in this end user license
agreement with the purchase of the Software.

2.2 Any term of this Agreement may be waived in writing by SET only. No waiver of any condition or
breach shall be deemed to be a further or continuing waiver of such condition of breach. Delay or
failure to exercise any right or remedy shall not be deemed the waiver of that right or remedy.

Any provision of this Agreement, which shall be determined by a count of competent jurisdiction to
be invalid or unenforceable, shall be severed from this Agreement without invalidating the
remaining provisions thereof. This Agreement represents the entire agreement between the parties
with respect to the Software and supersedes any prior agreement. No agent or employee of Licensor
is authorized to make any representation binding on Licensor unless the representation is in writing
and signed by an authorized officer.

3. LICENSE GRANT

3.1 Licensor hereby grants to licensee , and licensee hereby accepts from Licensor, a non-exclusive,
non-transferable license to install, execute, and use the Software either(i) with the product on which
it is embedded or (ii) if the Software is the product, on the single computer for which Licensor has
provided licensee a security key. All rights in the Software shall remain the property of Licensor or its
licensors, if any. Licensee shall not make any modifications to the Software without Licensor’s prior
written consent. Licensee shall not reproduce the Software except to the extent strictly necessary
for proper use of the product; provided, however, that licensee may make an archive copy of the
Software if the Software is the product. It is not permitted to sub-license or assign any license
without the prior written consent of Licensor. The source code for software is not included unless
specifically listed as an item in Licensor’s specification. On occasion, third party licensed software is
provided, it will be identified as such and licensee will be required to complete any sublicense
specified by the software licensor and provided by the Licensor. Licensee shall keep the Software
and any operating manuals or user documentation associated therewith in confidence. Licensee may
not cause, permit or suffer the Software to be reverse engineered, disassembled or decompiled,
rented, or offered for sale or other means of transfer or disposition, nor shall licensee develop
software that performs the functions of the Software. As long as licensee complies with all terms of
this License and Warranty, the license granted hereunder shall be perpetual. The license shall,
however, in all events automatically terminate upon the permanent discontinuance of the use of the

SystemCORP Embedded Technology Pty Ltd
Www.systemcorp.com.au

SET Embedded Software End User License Agreement



Software by licensee. The use of the Software by any purchaser or other transferee from licensee
will be conditioned upon the grant of a new license in respect thereof by Licensor.

4. LICENSOR’S RIGHTS

4.1 Licensee acknowledges and agrees that the Software is a proprietary product of Licensor
protected under Australian and International copyright law. Licensee further acknowledged and
agrees that all right, title, and interest in and to the Software, including associated intellectual
property rights, are and shall remain with Licensor. This License and Warranty does not convey to
licensee an interest in or to the Software, but only a limited right of use revocable in accordance
with the terms of this License and Warranty.

5. LIMITED WARRANTY

5.1 For a period of 12 months from date of delivery, Licensor warrants and that the Software will
substantially conform to the applicable Licensor specifications, provided that any other software not
licensed from Licensor used in combination with the Software properly exchange data with it. This
warranty is in lieu of all other warranties whether express, implied or statutory, including implied
warranties of merchantability or fitness for a particular purpose.

6. LIMITATION OF LIABILITY

6.1 In no event will licensor be liable for any incidental or consequential damages (including, without
limitation, loss of use or lost business, revenue, or goodwill) arising in connection with this
agreement, the software and/or the use thereof, under any theory of tort, contract, strict liability or
negligence, even if licensor has been advised, knew or should have known of the possibility of such
damages. In no event shall any damages which may be assessed upon licensor for any reason exceed
the paid purchase price of the specific license. Any action against licensor must be commenced
within one (1) year after the cause of action arises.

7. NO ASSIGNMENT

7.1 This Agreement shall not be assigned in whole or in part by either party without the prior
consent of the other, that shall not be reasonably withheld, and any attempt by either party to so
assign this Agreement shall be invalid. However, either party may assign this entire Agreement to a
parent, subsidiary or affiliated company of that party without the consent of the other party.

8. GOVERNING LAW

8.1 This Agreement shall be governed by Australian law. Australian courts will have exclusive
jurisdiction over any conflicts that flow from these general terms and conditions.

SystemCORP Embedded Technology Pty Ltd
Www.systemcorp.com.au

SET Embedded Software End User License Agreement



Open Source and Third Party Software Disclosure

expat - XML Parser Toolkit

Copyright (c) 1998, 1999, 2000 Thai Open Source Software Center Ltd. Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and
to permit persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included

in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF

MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANYCLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE

SET Embedded Software End User License Agreement SystemCORP Embedded Technology Pty Ltd
www.systemcorp.com.au



SystemCORP Embedded Technology Pty Ltd Software License Agreement

SYSTEMCORP EMBEDDED TECHNOLOGY SOFTWARE LICENSE AGREEMENT

These license terms are an agreement between SystemCORP Embedded Technology Pty Ltd
and you and/or your company. Please read them. They apply to SystemCORP Embedded
Technology software applications including the media on which you received it, if any. The terms
also apply to any SystemCORP Embedded Technology

updates,

supplements,

I B R |

Internet-based services, and
[0 support services
for this software, unless other terms accompany those items. If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the
software.

As described below, installation or use of the software also operates as your consent to
the transmission of certain standard computer information during validation, automatic
download and installation of certain updates, and for Internet-based services.

If you comply with these license terms, you have the rights below for each license you
acquire.

1. INSTALLATION AND USE RIGHTS.

a. Use. You may install and use copies of the software on PC or Laptop Computers where
you have paid the license fees and received the key for that particular computer’s
“Hardware Fingerprint”.

b. Separation of Components. The components of the software are licensed as a single
unit. You may not separate the components and install them on different devices.

c. Included SystemCORP Embedded Technology Programs. The software may contain
other SystemCORP Embedded Technology programs. The license terms with those
programs apply to your use of them.

2. VALIDATION.

a. The software may cause the operating system software to conduct validation checks of
your operating system software from time to time, depending upon your specific
operating system.

b. Validation verifies that your computer’s operating system has been activated and is
properly licensed. Validation also permits you to use certain features of the software or to
obtain additional benefits.

c. If avalidation check is performed, the software will send information about the software
and your operating system software to SystemCORP Embedded Technology. This
information may include the versions of the software and operating system software,
and/or other hardware/software specific machine configuration. This is referred to as the
“Hardware Fingerprint” SystemCORP Embedded Technology does not use the
information to identify or contact you. By using the software, you consent to the
transmission of this information.

d. If, after a validation check, your Hardware Fingerprint is found not to be properly licensed,
the software you are installing may be disabled, or the functionality of the application
software may be affected, depending upon your specific Hardware Fingerprint..

SW License Agreement.doc — 31-Jul-13 Form: 003-0004 — 1.01 Page 1 of 3



SystemCORP Embedded Technology Pty Ltd Software License Agreement

e. You may only obtain updates or upgrades for application software from SystemCORP
Embedded Technology or authorized sources. For more information see
http://www.systemcorp.com.au.

3. INTERNET-BASED SERVICES. SystemCORP Embedded Technology provides Internet-
based services with the software. Except as otherwise noted in materials accompanying a
service, it may change or cancel them at any time.

a. Consent for Internet-Based Services. Some software features connect to
SystemCORP Embedded Technology or service provider computer systems over the
Internet. You will not receive a separate notice when they connect. By using these
features, you consent to the transmission of information. SystemCORP Embedded
Technology does not use any information other than to identify the specific computer
running the licensed software (i.e. this information is used to create the software ‘key’).

Computer Information. The following features use Internet protocols, which send to the
appropriate systems computer information, such as your Internet protocol address, the
type of operating system, browser and name and version of the software you are using,
and the language code of the device where you installed the software. SystemCORP
Embedded Technology uses this information to make the Internet-based services
available to you.

[0 SystemCORP Embedded Technology Updates. By installing the software on your PC
or Laptop computer, you also agree to receive updates from SystemCORP Embedded
Technology.

00 Error Reports. This software may automatically send error reports to SystemCORP
Embedded Technology that describes which software components had errors.

0 Automatic Updates. This software may have an Automatic Update feature.
SystemCORP Embedded Technology may change or cancel it at any time.

4. SCOPE OF LICENSE. The software is licensed, not sold. This agreement only gives you
some rights to use the software. SystemCORP Embedded Technology reserves all other
rights. Unless applicable law gives you more rights despite this limitation, you may use the
software only as expressly permitted in this agreement. In doing so, you must comply with
any technical limitations in the software that only allow you to use it in certain ways. You may
not

00 disclose the results of any benchmark tests of the software to any third party without
SystemCORP Embedded Technology’s prior written approval;

00 work around any technical limitations in the software;
[0 reverse engineer, decompile or disassemble the software or software key;

[0 make more copies of the software than specified in this agreement or allowed by
applicable law, despite this limitation;

[0 publish the software for others to copy;
0 rent, lease or lend the software; or
[0 use the software for commercial software hosting services.

5. BACKUP COPY. You may make backup copies of the software. You may use it only to
reinstall the software. These backups must only be used by you.

6. DOCUMENTATION. Any person that has valid access to your computer or internal network
may copy and use the documentation for your internal, reference purposes only.

7. EXPORT RESTRICTIONS. The software is subject to Australian export laws and regulations.
You must comply with all domestic and international export laws and regulations that apply to
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SystemCORP Embedded Technology Pty Ltd Software License Agreement

10.

11.

12.

the software.

SUPPORT SERVICES. Because this software is “as is,” we may not provide support services
for it.

ENTIRE AGREEMENT. This agreement (including the warranty below), any addendum or
amendment included with the software, and the terms for supplements, updates, Internet-
based services and support services that you use, are the entire agreement for the software
and support services.

APPLICABLE LAW.

a. Australian. If you acquired the software in Australia, Australian interpretation of this
agreement and applies to claims for breach of it, regardless of conflict of laws principles.
The laws of the Australian state or territory where you live govern all other claims,
including claims under state consumer protection laws, unfair competition laws, and in
tort.

b. Outside of Australia. If you acquired the software in any other country, the laws of that
country apply.

LEGAL EFFECT. This agreement describes certain legal rights. You may have other rights
under the laws of your state or country. You may also have rights with respect to the party
from whom you acquired the software. This agreement does not change your rights under the
laws of your state or country if the laws of your state or country do not permit it to do so.

DISCLAIMER OF WARRANTY. The software is licensed “as-is.” You bear the risk of using
it. SystemCORP Embedded Technology gives no express warranties, guarantees or
conditions. You may have additional consumer rights under your local laws which this
agreement cannot change. To the extent permitted under your local laws, SystemCORP
Embedded Technology excludes the implied warranties of merchantability, fithess for a
particular purpose and non-infringement.

In addition, programs, scripts, and/or code examples demonstrating the usage and/or
applications of software may be included and are intended as examples. SystemCORP
Embedded Systems Pty Ltd cannot be held responsible for the correct functioning or
coding of these examples. If you wish to use these programs, scripts, code, or parts of itin
your specific application, you must validate the code yourself and you are responsible for
the functioning of the code. SystemCORP Embedded Technology Pty Ltd cannot be held
liable for any adverse or unintended behaviour of any code written by any third party or
under contract by SystemCORP Embedded Technology Pty Ltd.
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2017-04-24
Version 1.0

The wait for a FREE |EC 61850/61400-25 Evaluation/Starter Kit
isover - hereit isfor immediate use.

Congratulation!

SystemCorp (Perth, Australia) and NettedAutomation offer an
IEC 61850/61400-25 DLL (Dynamic Link Library) and

four Application examples using the DLL

(runs under Windows):

- C/C++ Server Application (simple Console)
- C/C++ Client Application (ssimple Console)
- .Net/C# Server Application (nice graphical interface)
- .Net/C# Client Application (nice graphical interface)

The packages contain executable software and the source code
of the C and .Net/C# Applications (projects).

Y ou can use these applications and modify them according to your needs.

NOTE 1: The Clients and the server run on ONE machine (locahost).

If you want to run the server on one machine and the clients on another
you have to configure both (client and server)! Thisis done by modifying
the ICD filesthat are in the same folders where the client/server
executables are located. Read the Documentation for details!

NOTE 2: To see information communicated by GOOSE messages at the client
you haveto install WinPcap driver (latest versionis4.1.3 or so/
http://www.winpcap.org). And you have to have your Ethernet adapter

active and running - any other adapter like WiFi MUST be off and

disabled!!

NOTE 3: To trace the messages exchanged between Client/Server
(Publisher/Subscriber) you have to run them on different machines.
Then you can trace the traffic, e.g. with Wireshark.

Run first the simple console applications ... follow the instructions.

Before you start the server and client (launchapp.bat) it is recommended

to read first the <<Getting_Started DLL_IEC61850.pdf>>

in the Documentation folder; thisfolder is generated through installation and
Is contained in the package.

For the console applications you have to change the IP and MAC Addresses first!!

For Client and Server running on one machine (local host) you have to set the IP Address
in both icd filesto 127.0.0.1 and you have to set the MAC Address to the

MAC Adress of your Ethernet adapter.

This may cause problems when you use virtual machines.

NOTE 4: The server must run before the client is started.

NOTE 5: Y ou may also use the IEDScout (Omicron, free demo version)
and browse the server. Thisis quite convenient - but the Browser
cannot be used to connect to a client application!

NOTE 6: This Evaluation/Starter Kit requires basic understanding
of IEC 61850 Information Models, Information Exchange Services,
and Configuration Language!!

NOTE 7: The server uses the same Information Model as the BECK 1PC
Development Kit DK151. The DK151 is aplatform to run IEC 61850/61400-25
in real-time - for real-time applications! The PIS10 runs also on the

DK61 (Beck Chip) or the IXXAT SG10, SG20 and SG40 with Profinet.

All use the same simple Stack API.

We offer al services for the integration
of the PIS10 stack (DLL, ...) into your application

file:///C/Users/khs/Desktop/DL L-Tree-Demo/Demo_2017-06-30_Muultiple-Server/Dokumentati on/Hands-on-Docu/Readme.txt[03.07.2017 16:06:34]



We offer implementation support provided by our experienced application
programmer: Andreas Pfefferle, Karlsruhe, Germany.

Andreasis familiar with Substation Automation, RTUs, IEC 60870-5-10x,
protocol integration, ... SystemCorp PIS10-Stack AP

and many other domains.

Please contact us, in case you need comprehensive education
and/or help for the integration and application development.

| am confident, that our experience and service would help to

to get started in short time! Y ou would get first-hand, very comprehensive,
vendor neutral and up-to-date knowledge, experience, and guidance;

learn how to reach interoperability of devices;

Y ou would get best advice and help - for the best price.

Please note a so the copyright statements and other crucial information.

Best Regards,

Karlheinz Schwarz
NettedAutomation GmbH
Im Eichbaeumle 108
76139 Karlsruhe
Germany

Phone +49-721-684844

Fax +49-721-679387
mailto:karlheinz.schwarz@nettedautomation.com
URL www.nettedautomation.com

Visit the IEC 61850/ IEC 61400-25 blog:
http://blog.iec61850.com

(C) 2010-2017 NettedAutomation GmbH
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